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CISS - center For Embedded Software Systems

Regional ICT Center (2003- )

3 research groups
= Computer Science
= Control Theory
= HW/SW- codesign

= 20 Employed

= 25 Associated

= 20 PhD Students

= 50 Industrial projects

= 10 Elite-students
= 65 MDKK 'E

Information Society

Technologies

= ARTIST Design
= ARTEMIS
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ES are Pervasive
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Characteristica:

Dedicated function

=  Complex environment
= SW/HW/Mechanics

=  Autonomous

= Ressource constrained

‘ . Energy
: Bandwidth
g . Memory
- B Iming constraints ?

‘\’:q\; 3 !_ = |[E=
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ES are often Safety Critical

300 horse power
100 processors

How to achieve ES that are:

« correct

 predicable

« dependable

« fault tolerant

* ressource minial
cheap

[ Model-Based Devel opment
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System Description
N

Requirement
Ad(req = A
Al(req = A3 grant)
AO(req = Adczps c<sg grant)
AO(req = AQicsos , p>0.90 grant)

No!
Debugging Information

Yes
Prototypes
Executable Code
Test sequences



System Description
N

Requirement B -
Ad(req = A |
Al(req = A3 grant)
AO(req = Adczps c<sg grant)
AO(req = AQicsos , p>0.90 grant)

No!
Debugging Information

Yes
Control Strategy



* Introduction to
Timed Automata

= Decidability and
Symbolic verification

* Priced Timed Automata m
. TIGA
* Timed Games & Interfaces -

Open Problems TR ON
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UPPAAL (1995- )

DOrg

Kim G Larsen
Alexandre David
Gerd Behrman
Marius Mikucionis

Jacob I. Rasmussen
Arne Skou

Brian Nielsen
Shuhao Li

@Elsewhere

Emmanuel Fleury, Didier Lime, Johan Bengtsson,
Fredrik Larsson, Kare J Kristoffersen, Tobias Amnell,
Thomas Hune, Oliver Méller, Elena Fersman, Carsten
Weise, David Griffioen, Ansgar Fehnker, Jan Tretmans,
Frits Vandraager, Theo Ruys, Pedro D’Argenio, J-P

Katoen,, Judi Romijn, Ed Brinksma, Martijn Hendriks,
Klaus Havelund, Franck Cassez, Magnus Lindahl,
Francois Laroussinie, Patricia Bouyer, Augusto
Burgueno, H. Bowmann, D. Latella, M. Massink, G.
Faconti, Kristina Lundqvist, Lars Asplund, Justin
Pearson

Marktoberdorf Summer School, 2010

@UPPsala
= Wang Yi :

Paul Pettersson  Sfrsata
John Hakansson
Anders Hessel
Pavel Krcal
Leonid Mokrushin
Shi Xiaochun

UPPAAL Downloads

Y = 3,4322x2 - 28,247x + 749,99
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SENSOrs

actuators

“Plant Controller Program
Continuous Discrete

Eg.: Realtime Protocols

Pump Control Real Time System

élc:b%?cgs A system where correctness not only
Cruise Control depends on the logical order of events
ABS but also on their timing!!

CD Players

Production Lines




press?
? press?)?1t press? )%Jht

press?




Synchronizing

Soset action
ese
press? Bright
X<= 3
Clock Guard
press’? X>3 Conjunctions of
X~N
X: real-valued
clock
ADD a clock x




press?

x=0

press? Lt

ht

press?

Bfight

x<=3

press? Xx>3

States:
( location , x=v) where veR

Transitions:

delay 4.32
press?
delay 2.51
press?

( Off , x=0)
> ( Off , x=4.32)
- ( Light , x=0)
- ( Light , x=2.51)
- ( Bright , x=2.51)




Invariant
(Henzinger)

0 x==100
LigrLt
f press? x=0 x<=100 X<=3 press? BIQQLWU
X>3 0 3
e press?
x=0  x==100 | “Press’ =

x=0




x=0

x==100

Light
press? x=0 x<=100 X<=3
x=0 x==100 ress'?
Transitions:
( Off , x=0)

delay 4.32
press?
delay 4.51
press?
delay 100

T

-> ( Off , x=4.32)
- ( Light , x=0)

- ( Light , x=4.51)
- ( Light , x=0)

- ( Light , x=100)

> ( Off , x=0)

Bright
press’? v<=100
X>3
press’?

Note: X

( Light , x=0) delay 103 >

Invariants
ensures
progress



constraints

Definition
Let X be a set of clock variables. The set B(X) of clock constraints
¢ iIs given by the grammar:

¢ = z<c|c<Lz|z<c|c<z |1 A2

where c € N (or ).




Clock Valuations and Notation

Definition
The set of clock valuations, RC is the set of functions C — Ryg
ranged over by u,v,w,....

Notation
Let ueRY, r CC, d € R>g, and g € B(X) then:

e u+deRC is defined by (u+ d){z) = u(z) + d for any clock z

e u[r] € RY is defined by u[r](z) = 0 when z € r and
u[r]{z) =u(z) for z & r.

e u |= g denotes that g is satisfied by w.




Timed Automata

Definition
A timed automaton A over clocks C and actions Act is a tuple
(L,lg, E, I), where:

e [ is a finite set of locations
e [y € L is the initial location
o ECLXB(X)xXAct xP(C) x L is the set of edges

e [: L — B(X) assigns to each location an invariant




Semantics

Definition
The semantics of a timed automaton A is a labelled transition sys-
tem with state space L x RC with initial state (Ig,ug)* and with the

following transitions:
o Lu) Dy (1wt d) iff we IQ) and u+d € I(D),
o (Lu) L (U« iff there exists (1, g,a,r,!') € E such that
—ufFgy,

— ' = wu[r], and
— o+ e 1(th

*ug{z) =0 for all z € C




x:=0

b
X<=2

y<=2, x>=4

@

Is L1 reachable ?







x:=0

X<=2

y<=2, x>=4

@

(g()ax:an:O)
1 W,z =14,y = 1.4)




x:=0

X<=2

y<=2, x>=4

@

(g()ax:an:O)

1 W,z =14,y = 1.4)
s (ly,x =14,y =0)




x:=0
b
|
X<=2 E
!
y<=2, x>=4 X
C (g()ax:an:O)
1 W,z =14,y = 1.4)

‘ s (lg, = 1.4, = 0)
L L5 (o, 2 = 3.0,y = 1.6)

= (ly,x = 3.0,y =0)




x:=0 x=100

Sy\nchronization

y>10  pressl  y:=0 Transition
( Off, Rest, x=0, y=0)

delay 20 - ( Off, Rest, x=20, y=20)
press?! - ( Light, Busy, x=0, y=0)
delay 2 - ( Light, Busy, x=2, y=2)

21
oress! press: - ( Bright, Rest, x=0, y=0)




Network Semantics

T1||XT =(5,xS,,-, s%)llX SS) ‘Where

s, Ilxs; —t sy s, Sy IS5 —E—s|.S,

7 a’) ’
S,—> %S,  S,— 5,

s, s —T>51,||x S,

e(d) e(d)

s, ls, —=< >S,]l, So

Sy
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Network Semantics

'\7,9’{\0“
(URGENT synchronization) \s\J“GNO(\
4 Ureet
T, = (S, xS,,—, stlx s?) where
S, —t—15, s, —tF s,
51||x52— H_)slﬂx S, S lIyS: —“)S1||X52,
al 7 a’? ,
S;— 15 S, ——2S,

S, IS5 —T>51,||X S,

vd’ < d, Vue UAct:

— ( S]e(cﬁ)) “_3 A sze(—d;)i!)

e(d ’ e(d ’
e(d) ¢
s s, >Slﬂx S;
Marktoberdorf Summer School, 2010 Kim Larsen [29]







Light Control Interface

press? 0.2 release? ... press? 0.7 release? .. press? 10 2.4 release? ..

! ! | ' '
2 touchl! starthold! endhold!

touch! o
press? I
starthold!
release? endhold!
press? d release? - fouch! 0.5<d< 1
press? 1 - starthold!

User press? d release? - endhold! d>1




Light Control Interface

Switch

Interface

i
[
s

releasg? —
x:=0 touchl
! I
endhpld - = touch!
press? = K== |
= - starthold!
relepse? |
I B endhold!
release: _ase?
starthold!
\_

Marktoberdorf Summer School, 2010



Light Control Network

Interface

releasy’ x:=0 totichl ‘Cuntrul
User endhpld! o c touch! touch?
press? = K== | |
i - starthold!
relepsa? | |
release? endhold: \
© opse? < starthold? old?
\
starthold!
\

Marktoberdorf Summer School, 2010
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Modeling & Specification
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Stopable
Area

[10,20]




Train Crossing

Communication via channels!

Stopable
Area
\ [10,20] i%&
adppr ‘ eave
StOp

<

id- ”pa rameter”

!QE! [7,15]
go
list enqueue() A

dequeue()
front() Gate

Marktoberdorf Summer School, 2010 Kim Larsen [36] u a a
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Declarations

4. C:/Documents and Settings/Kim/Desktop/uppaal-3.4.7 /demo/train-gate.xml - UPPAAL - |EI|£|

File Templates Wiew CQueries Options Help

[Da@maasq

Syztem Editor | Simulater | Verfier |

’%@w

Dirag ot |: it
Jtralngate * For more details about this examnple, see
clarations * "hutomatic VWerification of Real-Time Communicating 3vstems by Constraint Jolving™,
I O.Sé, Traln * by Wang ¥i, Paul Petterszon and Mats Daniels. In Proceedings of the 7Yth International
:. & Gate * Conference on Formal Description Technidques, pages 223-238, North-Holland. 1994,
- &) Intdueue oy
------ # FProcess azsighments
Lo Systern defirition const W 5. /7 ¥ trains + 1
int[0,N]  el; Constants
chan appr, stop, go, leawe: -
chan enpty, notempty, hd, add, remw; Bounded Integers

__ 4 tran-gate clock x: Channels

------ # Global declarations

E| E Train _ Clocks
= Arrays

_Jtralngate int[0,N] list[H], len, i:

Lo Global declarations
El 5 Train Types

.. g---l-;te[)eclaratmns Fu nCtIOHS

El E IntEI uele

A i | Trainl:=Train(el, 1): Templates
Lo Sustern definition Trainz:=Train(el, 2): PI‘OCGSSES

Train3:=Train(el, 3):

Traind:=Trainiel, 4); SyStemS

EE Intd ueue N
“o- Declarations
Marl """ # Process assignments

Trainl, TrainZ, Traini, Traind,
Fate, Oueue;




£ UPPAAL - Help

AREEE

H :

=10/ x|

0|l

B} FraAL Help
E@ aUI Reference
|:| Menu Bar
------ # Tool Bar
(¢ ) System Editar
-] Simulator
-] verifier
=l Language Reference
E@ Swskem Description
-] Declarations
-] Templates
@ Parameters
[#- | Swstem Definitian
@ Priorities
~.# Scope Rules
‘@ Semantics
#- | Requirement Specificatio
[#-| ] Expressions
foodp Reserved Keywards
------ # Command Line Options
------ # File Formats
------ # Mew Features

|UPPAAL Help

UUPPAAL iz a tool for modeling, walidation and verification of real-time systerms. 1t is appropriate for
systems that can be modeled as a collection of non-deterministic processes with finite control
structure and real-walued clocks (1. e timed autormata), commmunicating through channels and {or)
shared data structures. Typical application areas include real-time controllers, communication
protocols, and other systemns in which timing aspects are critical

The UPPAAL tool consists of three main parts:

» a graphical user interface {GUI,
# a verification server, and
# a command line tool,

The GUI 15 used for modelling, simulation, and verfication. For both simulation and werification, the
UL uses the werification serwer. In stmulation, the serwer is used to compute successor states. The
cotmmand line tool is a stand-alone werifier, approprate for e.g. batch verifications.

Mlore information can be found at the TPPAAL web site; http: /v, uppaal . com




Validation Properties
= Possibly: E<> P

Safety Properties
= |nvariant: All P
= Pos. Inv.: E[] P

Liveness Properties

= Eventually: A<> P
= Leadsto: P> Q

Bounded Liveness
= Leads to within: P->_,Q




Case Studies: Controllers

Gearbox Controller [TACAS’98]

Bang & Olufsen Power Controller [RTPS’99,FTRTFT’2k]

SIDMAR Steel Production Plant [RTCSA’99, DSVV’2Kk]

Real-Time RCX Control-Programs [ECRTS’2k]

Terma, Verification of Memory Management for Radar (2001)

Scheduling Lacquer Production (2005)

Memory Arbiter Synthesis and Verification for a Radar Memory Interface Card [NJC’05]

= Adapting the UPPAAL Model of a Distributed Lift System, 2007

= Analyzing a x model of a turntable system using Spin, CADP
and Uppaal, 2006

= Designing, Modelling and Verifying a Container Terminal
System Using UPPAAL, 2008

= Model-based system analysis using Chi and Uppaal: An
industrial case study, 2008

= Climate Controller for Pig Stables, 2008
= Optimal and Robust Controller for Hydralic Pump, 2009

Marktoberdorf Summer School, 2010 Kim Larsen [40] u a a




Philips Audio Protocol [HS’95, CAV’95, RTSS’95, CAV’96]
Bounded Retransmission Protocol [TACAS’97]

Bang & Olufsen Audio/Video Protocol [RTSS’97]

TDMA Protocol [PRFTS’97]

Lip-Synchronization Protocol [FMICS’97]

ATM ABR Protocol [CAV’99]

ABB Fieldbus Protocol [ECRTS’2k]

IEEE 1394 Firewire Root Contention (2000)

Distributed Agreement Protocol [Formats05]

Leader Election for Mobile Ad Hoc Networks [Charme0Q5]

= Analysis of a protocol for dynamic configuration of IPv4 link
local addresses using Uppaal, 2006

= Formalizing SHIM6, a Proposed Internet Standard in UPPAAL,
2007

= Verifying the distributed real-time network protocol RTnet using
Uppaal, 2007

= Analysis of the Zeroconf protocol using UPPAAL, 2009

= Analysis of a Clock Synchronization Protocol for Wireless Sensor
Networks, 2009

= Model Checking the FlexRay Physical Layer Protocol, 2010



fmics2010.pdf

Using UPPAAL as Back-end

0 \Z/SSZIUU: verification of object-oriented designs using Uppaal,

= Moby/RT: A Tool for Specification and Verification of Real-Time
Systems, 2000

= Formalising the ARTS MPSOC Model in UPPAAL, 2007

= Timed automata translator for Uppaal to PVS

= Component-Based Design and Analysis of Embedded
Systems with UPPAAL PORT, 2008

= Verification of COMDES-II Systems Using UPPAAL with
Model Transformation, 2008

n g/IOE;I'OAMOC: Modular WCET Analysis Using UPPAAL,

Marktoberdorf Summer School, 2010 Kim Larsen [42] “ a a




Home | About | Documentation | Download | Examples | Bugs

Uppaal is an integrated tool environment for
rodeling, validation and verification of real-time
systems modeled as networks of timed automata,
extended with data types (bounded integers, arrays,
eto.),

The tool is developed in collaboration between the

Department of Information Technology at Uppsala

University, Sweden and the Department of Computer

Science at Aalborg University in Denmark,

Download

o gy

=

J,’
.'.."

h,'l'

e .p' z

e el Rt e

RELATED SITES: TIMES | UPPA&AAL

1: UPPaAL on screen,

The current official release is UpPaaL 3.4.11 (Jun 23, 2005), A release of UPPaaL 3.6 alpha 3 (dec 20,
2008} is also available. For more information about UPPAAL version 3.4, we refer to this press release.

UPPSALA
UNIVERSITET

AALBORG UNIVERSITY

License

The UPPaAL tool is free for non-profit
applications, For information about cormmercial

licenses, please email sales{at)uppaali{doticomm,

To find out more about UPPaaL, read this short
introduction . Further information may be found
at this web site in the pages about,

Documentation, Download, and Examples.

Mailing Lists

UppaaL has an open discussion forum group at
vahoo!Groups intended for users of the tool, To
join or post to the forum, please refer to the
information at the discussion forum page. Bugs
should be reported using the bug tracking
systemn . To email the development team
directly, please use
uppaal{atilist{dot)it{dotiuuidot)se.

UPPAAL TRON







